NudpopmanmonHas namsaTKa

10 UCNOJIb30BAHUIO
opuuMaATBbHBIX
NurepHeT-pecypcosB

C KaXXJIbIM TO0JA0M HACCJICHUA, a4 HWMCHHO, MOJIOACKHW U IMNKOJbHHUKOB B HWHTCPHCTC
CTaHOBUTCAA 60J'II>HI€, OHH OJHHM H3 CaMbIX AaKTHUBHBIX MOJIb30BaTeNeH PYHeTa. Me>1<z[y TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BOBMO)KHOCTGI\/’I, HUHTCPHCT HCCCT U HpO6HCMBI. OTa maMsaTKa
JOJIDKHA IIOMO4Yb BaM Oe3omacHo HaxXoaUuTbCA B CCTH.

KomnbrorepHbie BUpYChI

KommnbrotepHbIil BUPYC - 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrpPaMM, OTINYUTEIBHON
O0COOEHHOCTBIO KOTOPOHM SBIISIETCSI CHOCOOHOCTh K pPa3sMHOXEHHIO. B nomosnHeHune k 3TOMYy,
BHPYCHI MOTYT TIOBPEIUTH WIIM TOJIHOCTBIO YHUUTOXXUTH BCe (Dalliibl U JaHHBIE, TOJIKOHTPOJIbHBIE
NOJIb30BATEN0, OT MMEHM KOTOpOro ObUla 3amylleHa 3apak€HHas Iporpamma, a Takke
HOBPEAUTh WUJIM Ja)K€ YHHUYTOXHUTh ONEPALMOHHYIO CUCTEMY cO BceMu (aiilaMu B neiaoMm. B
OOJIBITMHCTBE CITYy4aeB PaCIpPOCTPAHSIOTCS BUPYCHI Ue€pe3 HHTEPHET.

MeToasbl 321U THI OT BPEAOHOCHBIX POrPaAMM:

1. Wcnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HBIH YpOBEHb
3aILUTHI OT BPEJLOHOCHBIX IPOIPaMM;

2. IlocrossHHO ycTaHaBiaMBail nmaytH (UUQPOBbIE 3aIUIaTKH, KOTOPbIE aBTOMAaTHUYECKU
YCTaHABJIMBAIOTCS C LEJIbIO JOPA0TKHU MIPOrpaMMbl) U Apyrue OOHOBJIEHHUS CBOEU ONEepaliOHHON
cucteMbl. CkaunBail X TONBKO ¢ opuuuanbHoro caifta pazpadoruunka OC. Ecnu cymecTtByer
PEKHM aBTOMAaTHYECKOT0 OOHOBJICHHMSI, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEpE IO MpPaBaMM I0JIb30BATENs, a HE aJMHUHHCTpPATOpA.
OTO HE MO3BOJIUT OONBIIMHCTBY BPEJOHOCHBIX IPOrpaMM MHCTAJLIMPOBATBCS Ha TBOEM
IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Vicnonp3yil aHTUBHUPYCHBIE NPOTPAMMHBIE MPOAYKTHl M3BECTHBIX MPOU3BOJUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpaanyb GU3NIECKHIA JOCTYI K KOMIBIOTEPY A IOCTOPOHHUX JIHII;

6. Mcnonp3yil BHELIHNE HOCUTENU MH(OpMaLMU, Takue Kak (iemika, quck win dain u3
MHTEPHETA, TOJIBKO U3 NMPO(EepEeHHBIX HCTOUHUKOB;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (ailiibl, MOTydYeHHBIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxke
Te (ailsibl, KOTOpbIE MPUCIIAT TBOM 3HAKOMbIH. JIyuIlle yTouHM y HEro, OTHpPaBJIIsL JIU OH Te0e HX.

Cetu WI-FI

Wi-Fi - 310 He BUJ Niepeiaun JaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIMIIb OpeHn, Mapka. Emie B
1991 romy Huaepmanickas kKommnanus 3apeructpupoBana Openny «WECAy, duto o0o3Hauano
cioBocoueranne « Wireless Fidelity», koTopblif mepeBoauTCs Kak «0€CTIPOBOAHAS TOUHOCTHY.




Jlo Hamiero BpeMeHM Jolia jApyras abOpeBuarypa, KOTOpas SBISETCS TaKOH ke
TexHonorueit. Ito abOpesuarypa « Wi-Fi». Takoe HazBaHue OBLIO TaHO C HAMEKOM Ha CTaHIAPT
BbICIINI 3ByKoBOM TexHUKHU Hi-F1, 4To B nepeBojie 03HauaeT «BbICOKAsi TOUHOCThY.

Jla, OecrulaTHBI MHTEPHET-AOCTYN B Kade, OTENSAX M a’poropTax SBISETCS OTIMYHOU
BO3MOKHOCTBIO BBIX0/1a B HHTepHET. Ho MHOTHE 3KCIepThl cunTaroT, yto oduienocrynasie Wi-Fi
CETH He SIBIISIIOTCS 0€30IaCHBIMM.

Cogetbl 10 0e30nacHocTH padore B 001e10cTYNHbIX ceTax Wi-fi:

1. He mepenaBaii cBoro nu4yHyr0 uHpopmaruio uepe3 oOmieaoctynueie Wi-Fi ceTu.
PaGoras B HUX, jKe1aTeIbHO HE BBOJUTH MAPOJIM JJOCTYIIA, JJOTMHBI U KaKHE-TO HOMEpa;

2. Ucnonw3yit © OOHOBIIAN aHTHUBUPYCHBIE MPOTpaMMbl B OpaHamaysp. Tem caMbiM ThI
obe3onacuilb ce0s OT 3aKaYKU BUpYca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnoms3oBanuu Wi-Fi otkmoun ¢ynkumioo «O6mmii moctyn K (aiimam u
npunTepam». [laHHass (QyHKOMA 3aKphITa MO yYMOJNYAHHUIO, OJHAKO HEKOTOPBIE MOJIB30BATEIH
aKTUBUPYIOT €€ Ui y100CTBa UCIIOIb30BaHMs B paboTe nin yueoe;

4. He ucnons3yil nyomuuneiii WI-FI nns nmepenaum nMUHBIX AaHHBIX, HalpUMeEp, s
BBIXOJIa B COLMAJIbHBIE CETU WIH B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonp3yi TosibKO 3amuiineHHoe coeauHenue uepes HTTPS, a we HTTP, T.e. npu
HaOope BeO-aapeca BBOIM UMeHHO «https://»;

6. B MmobunsaOM Tenedone otkmoun ¢pyHkunio «lloakmrodenue k Wi-Fi aBromaTuyeckmn».
He nonyckaii aBToMaTn4ecKkoro NogKI04YeHus ycrpoicTsa K cetssM Wi-Fi 6e3 TBoero cornacusi.

CoumajibHble CeTH

ConmanpHble CETH aKTUBHO BXOJST B HAIly )KH3Hb, MHOTHE JIIOIM Pa0OTAIOT U KUBYT TaM
noctossHHO, a B Facebook yxe 3apermctpupoBaH MIJUIHApA YENOBEK, YTO SBISETCS OJHOM
cebMOW BCEX MKUTeNeW IiaHeThl. MHOTHE MONb30BaTeId HE TMOHUMAIOT, YTO HHGpOpmaius,
pa3MeIleHHasl MMH B COLIMAIBHBIX CETSIX, MOXKET OBITh Hai/leHa M HMCIOJIb30BaHa KEM YTOJHO, B
TOM 4HCJIe HE 00s13aTeIbHO ¢ OJIaruMU HAMEPEHUSIMHU.

OcHoOBHBIE COBETHI 110 0€30MMACHOCTH B COIHAJIbHBIX CETAX:

1. Orpannup crnucok apy3ed. Y TeOs B APY3bsIX HE MODKHO OBITh CIIY4alHBIX U
HE3HAKOMBIX JIHOJIeH;

2. 3amumai CcBOK YacTHYIO >ku3Hb. He ykaspiBaill mapoisiu, TenedoHbl, ajapeca, AaTy
TBOETO POXICHHUA M IPYTYIO JHYHYIO MHQOPMAIHIO. 3JIOYMBIIICHHUKH MOTYT HCIOJb30BATh
nake MHPOpMAIMIO O TOM, KaK Thl U TBOM POJAUTEINN TUIAHUPYETE MPOBECTH KAHUKYIIBL;

3. 3ammmiail CBOIO PEIyTaIuio - ACPKU €€ B YHCTOTE M 3ajaBail cebe BOMPOC: XOTeN Obl
ThI, YTOOBI JIPyTUE MOJIb30BATENN BUJEIH, YTO Thl 3arpyxaemb? [logymaii, mpexae 4yem 4To-To
OIyOJIMKOBaTh, HAIUCATh U 3arPYy3UTh;

4. Ecnu Tl TOBOPHIIB C JIIOABMH, KOTOPBIX HE 3HACIIH, HE UCTIONB3YH CBOE PealbHOE MM
U IPYTYIO JIMYHYIO HH(OPMALIMU: UMSI, MECTO KUTEIHCTBA, MECTO yueObl U MTPOYEE;

5. U3berait pazmenienus ¢portorpaduii B IHTEpHETE, T/IEe THI M300paXKE€H HA MECTHOCTH, 10
KOTOPOH MOXHO OTIPEIETUTH TBOE MECTOIIOIOKEHHUE;

6. Ilpu perucTpauuu B COIMAIBHON CETH HEOOXOJUMO UCIOJB30BaTh CIOXHBIE MApOJIH,
cocrosiue u3 OyKB U QP U C KOJTMYECTBOM 3HAKOB HE MEHEe §;




7. Ay cOIMaIbHOM CETH, MOYThl M JPYTUX CaWTOB HEOOXOJUMO HCIIOJb30BaTh pa3HbIE
napoiu. Torma ecnu TeOsl B3IOMAIOT, TO 3JIOYMBIIUICHHUKH TOJIYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE cpa3y.

DJIeKTPOHHBbIE TeHbI'N

DNEeKTPOHHBIE JEHbIM — 3TO OYEHb YMOOHBINM CHOCOO MiaTexeil, 0JJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh ITH JI€HBIH.

DNEeKTPOHHbIE JIEHBI'M MOSBUIUCH COBCEM HEAABHO M MMEHHO M3-32 3TOI0 BO MHOTHX
rocy/IapcTBax /10 CUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (QYHKIIMOHUPYIOT U O HUX YK€ MPOIMCAHO B 3aKOHE, TJ€ UX Pa3elisioT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercs MOpOBOAUTH oOmepanud O0e3 uAeHTH(UKAIMM TOJB30BaTeNsA, a B
HEAaHOHUMHBIX UICHTU(DHUKAIINN TTOTB30BATENS SABISETCS 00I3aTEIBHOM.

Taxxke crnenyer pa3nuuyaTh IJIEKTPOHHBIE (UATHBIE NEHbIU (pPaBHBI TOCYIApCTBEHHBIM
BAIIOTaM) U JIEKTPOHHbBIE He(pHaTHBIEC JCHBIU (HE PABHBI TOCYAAPCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBeTHI 10 0€30NacHOi padoTe ¢ IJIEKTPOHHBIMH IeHbI AMU:

1. IlpuBsxu K cueTy MOOWIBHBIN TenedoH. DTo caMblii yAOOHBIH M OBICTPBIN CITOCOO
BOCCTAHOBHTH JOCTYN K cueTy. llpuBs3aHHBI TenedoH NOMOXET, eciu 3a0yAems CBOU
TUIATEXKHBIN MapoJib WK 3aii/Ielllb Ha CAlT C HE3HAKOMOTO YCTPONCTBA;

2. Ucnonb3yii onHopa3oBbie maponu. [lociie mepexosia Ha yCHICHHYIO aBTOpU3AINiO Tebe
y’K€ He OyJIeT yrpoXkaTh OIaCHOCTh KPa)kKM MJIM MEPEXBaTa MIaTEKHOTO MapoJis;

3. Boibepu cnosxHblil naposnb. [IpecTynHukamM OyaeT He IPOCTO yraJiaTh CIOMXKHBIN MapoJib.
Hapnexxupie maposim — 3T0 maposi, KOTOpbIe COep)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B CeOs
CTPOYHBIE W TPOMHCHBIE OYKBBI, IU(PPHI M HECKOJIBKO CHMBOJOB, TaKM€ KaK 3HAK J0OJuIapa,
¢dbyHTa, BOCKIUIIATEeIbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOM CBOM JIMYHBIE JaHHBIE HA caiiTaX, KOTOPHIM HE JJOBEPSECIIb.

JJIEKTPOHHAS MOYTA

DNEKTpOHHAs MOYTa — 3TO TEXHOJOTHS U MPEJAOCTABIIIEMBIE €10 YCIYTH 10 MEPECHUIKE U
MOJIYUEHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE pPACHIPEIENSIOTCS B KOMIIBIOTEPHOUN CeTH.
OO6b14HO AJEKTPOHHBIN MMOYTOBBIN SALIAK BBITJISIIAT CIEAYIOIIAM obpazom:
UMs_TIONB30BaTEsI(@WUMS_JIOMEHA. Takke KpoMe TMepefadyd IPOCTOr0 TEKCTa, HNMEETCs
BO3MOXXHOCTb TMIepeiaBaTh (Paisbl.

OcHOBHBIE COBETHI 10 0€30MACHO padoTe € IJIEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh mMpaBUIIBHBIN MOYTOBBIM cepBHUC. B MHTEepHETE €CTh OTPOMHBIN BBHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4lIe JOBEPSATh TE€M, KOTO 3HACIIb U KTO MEPBbII B
pPEUTHUHTE;

2. He yxa3piBail B JMYHOHM MouTe JW4YHYIO uHbopmanuio. Hampumep, nydine BbIOpaTh
«MY3bIKaIBHBIN _(hanaTt@» nnn «pok2013» Bmecto «temal3»;

3. Wcnonb3yil IBYXATanmHyK aBTOPHU3ALMI0. DTO KOT/Ia TOMHUMO MapoJisi HY>KHO BBOJUTH
KO/, IPUChLIIaeMblii Mo SMS;

4. BpiOepu CIOXHBIA TApoib. (s KakIOro TMOYTOBOTO SIIUKA JOJKEH OBITh CBOU
HAJICKHBIN, YCTOMYMBBIN K B3JIOMY 1apOJib;




5. Ecau ecTh BO3MOXHOCTh HAIlMCaThb CaMOMY CBOM JIMYHBIM BONPOC, HUCIOJB3YH 3Ty
BO3MOYHOCTb;

6. Hcrnonb3yil HECKOJIbKO TIOYTOBBIX SIIUMKOB. [lepBblii mJis 4YAacCTHOM NEPENHUCKU C
azpecaTaMu, KOTOPBIM Thl JIOBEpsACIIb. JTO 3JIEKTPOHHBIM aJpec HE HA/I0 MCHOJb30BaTh MpPU
peructpaiyu Ha Gpopymax u cairax;

7. He oTkpsiBail ¢aiiibl U Ipyrue BIOKEHUS B MUChMaX J1a)ke €CJIM OHU MPUILIA OT TBOUX
npyseid. Jlydiie yTouyHu y HUX, OTHPABIISLTN JIK OHU TeOe ATH (ailiibr;

8. Ilocne okoH4YaHMsI pabOTHI HA MIOYTOBOM CEpPBHCE NEPE] 3aKPHITUEM BKIIAJIKU C CAUTOM
He 3a0yap HaxaTh Ha «BBIATHY.

Ku0epOy/siMHI WM BUPTYaJIbHOE U3/1€BATe/IbCTBO

KubepOymmmHr — mpecneoBaHne COOOIMICHUSMH, COJCPXKAIUMHU  OCKOPOJICHUS,
arpeccHio, 3alyruBaHue; XYJIUTaHCTBO; COIMaIbHOE OOMKOTUPOBAHHME C MOMOIUIBIO PA3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI M0 00pbOe ¢ KHOEPOYNJIMHIOM:

1. He Opocaiics B 060it. Jlydmmii cioco0: mMOCOBETOBAThCS KakK ceOsl BECTH W, €CIM HET
TOT0, K KOMY MOXXHO OOpaTUTbCS, TO BHaYalleé YCIMOKOMThCS. Eciau Thl HayHelb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO TOJBKO €I1e OOJIbIIE Pa30ikKKEIh KOH(IIUKT;

2. Yrpasisiii cBoeit kubeppenyTamueii;

3. AHOHMUMHOCTh B ceTH MHHMMas. CyIIecTBYIOT CIOCOOBI BBISICHUTb, KTO CTOHUT 3a
AHOHHMHBIM aKKayHTOM;

4. He cTrouT BecTH XyJUTaHCKUN 00pa3 BUPTYyaidbHOU ku3HU. HTEepHET (DUKCUpPYET Bce
TBOM JICUCTBUSI I COXpaHSET UX. Y JAIUTh WX OyAeT KpaiiHe 3aTpyIHUTEIILHO;

5. CoOnroaii CBOIO BUPTYaIBHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbiii HeratuB. OIHOPa30BbIe OCKOPOUTETbHBIE COOOIIECHHUS JIy4Ille
urHopupoBaTh. OOBIYHO arpeccusi MpeKpanaeTcs Ha Ha4YaabHOU CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILEHUSIMU, B COLIMATIBHBIX
CEeTSAX €CTh BOBMOXHOCTb OJIOKMPOBKH OTIPABKU COOOIICHUI C ONPEICTICHHBIX aJI[PECOB;

8. Ecmm T1B1 cBumerens kubOepOymmHra. TBOW JAEWCTBUS: BBICTYNIUTH TMPOTHB
IIpecieoBaTelisd, MOKa3aTb €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO, IOJAJEpP’KaTh
XKEPTBY, KOTOPOW HYXHA IICHUXOJIOTUYECKass IIOMOIb, COOOIIHUTH B3POCIHBIM O (akTe
arpecCUBHOTO MOBEAECHHUS B CETH.

MoOnibHbIN TesieoH

CoBpemeHHble CcMapTGOHBI UM IUIAHLIETHI coAepKaT B ce0e BIIOJHE B3POCIBIN
GbyHKIIMOHAJ, ¥ TeTepb OHU MOT'YT KOHKYPHUPOBATh CO CTallMOHAPHBIMU KOMITbIOTepaMu. O 1HAKO,
CPEICTB 3aIUTHI JJIs TMOJOOHBIX YCTPOWCTB IMOKAa OYEeHb MaJlo. TecTHUpoBaHHE W TIOHUCK
ySI3BUMOCTEN B HMX IPOMCXOJIUT HE TaK MHTEHCHBHO, Kak miuda [IK, To ke camoe kacaercs u
MOOMIIbHBIX TTPUIIOKEHUM.

CoBpemMeHHBIE MOOWIIbHBIE Opay3epbl yXe MPAaKTHYECKH JOTHAIM HACTOJIBHBIE aHAJIOTH,
OJIHAKO pacliMpeHre (QyHKIMOHajJa BieYeT 3a co00i OONBIIYI0 CIOXKHOCTh W MEHBUIYIO
3aIMILIEHHOCTbD.

Jlanieko He Bce MPOU3BOAMTENU BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH JJIS1 CBOMX YCTPOUCTB.




OcHOBHBIE COBETHI sl 0€30MACHOCTH MOOWIBHOTO TesiedoHa:

1. Hudero He siBisieTCs MO-HACTOAIMEMY OecruiaTHBIM. Bynib ocTopoxeH, Belb Korna Tebe
npeaaaraloT OecriaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKUE-TO IJIaTHbIE YCIIYTH;

2. llymaii, npexae yem otnpaButh SMS, doro mnmm Bumgeo. Tel TOYHO 3HaENb, T/I€ OHU
OyayT B KOHEUHOM HUTOTE?

3. HeoOxo1MMo OOHOBIIATH OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

4. Ucrionb3yit aHTUBHPYCHBIC TTPOTPAMMBI JJII MOOWITLHBIX TEIC(POHOB;

5. He 3arpyxail mpuioxeHust OT HEM3BECTHOTO MCTOYHMKA, BElb OHU MOTYT COAEP’KATh
BPEJOHOCHOE MTPOrpaMMHOe 00ecIieueHHe;

6. Ilocne TOoro Kak Thl BBIAJEIIL C CaiTa, T/I€ BBOAWI JUYHYIO MH(OpMaIUIo, 3aiiu B
HACTPOMKHU Opay3epa u yaanu cookies;

7. llepuoanyecku NpoBepsiid, KaKue MIaTHbIE YCIYTH AaKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOI1 HOMEP MOOMIBHOTO Tele(OoHa TOIBKO JIOSAM, KOTOPBIX T 3HACIIH M KOMY
JOBEpsICIIb;

9. Bluetooth momxeH ObITh BBIKITFOUEH, KOT/Ia THI UM HE MOJb3yenibes. He 3a0b1Baii nHOT 1A
POBEPSATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UIPBl - O3TO KpacOYHblE, 3aXBaThIBAIOIIME pPA3BIICUCHUS,
00BEMHSIONINE COTHHU THICSY YeJIOBEK MO BceMy MHUpY. Mrpoku ucciaeayroT AaHHBIA UM MUD,
o0OLIat0TCs APYT € IPYroM, BBIIIOJIHAIOT 3aJaHUsl, CPAXKaOTCsA ¢ MOHCTPAMU U IIOJy4aroT ONBIT. 3a
yIIOBOJIbCTBHE OHU IUIATAT: MOKYMAIOT IUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKue-
TO OILIHH.

Bce st cpeactBa mayr Ha mHoLepKaHWE M PA3BUTHE MIPH, a TaKXkKe Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3AIMM, BBIMYCKAIOTCS HOBBIE MATYU
(undpoBbIe 3aIUIATKH J1s1 IPOrPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoOHbIX Urpax CTOUT OMAcaThCs HE CTOJBKO CBOUX CONEPHUKOB, CKOJIBKO KPaKU
TBOETO NapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALMU OOJIBIIMHCTBA UTP.

OcHoOBHbBIE COBETHI 10 0€30ACHOCTH HTPOBOI0 AKKAYHTA:

1. Ecnu apyroit urpok Bener cedsi IUIOXO0 UM co37aeT TeOe HeMpHUSTHOCTH, 3a0J0KUpy
€ro B CIIMCKE UTPOKOB;

2. Iloxanyiicsa aAMUHHACTPATOPaM UIPbI HA IJIOXOE MOBEAEHUE ITOI0 UTPOKA, KEJIATEIbHO
IIPWIOXKUTh KaKUE-TO J0KAa3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3pIBaii mnuHyto nHGOPMAIHIO B IpOdaiisie Urpsl;

4. YBaxkail Apyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBait HeoduIlMaabHbIe TATYU U MOJIBI;

6. Mcnionib3yii CI0KHBIE U Pa3HbIE MAPOJIU;

7. axe BO Bpemsi WUrpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Tl urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIH KPAaMa JHYHBIX JAHHBIX

OObIYHOM Kpakel JeHer W JOKYMEHTOB CEroJHS YK€ HHKOrO HE€ YAWBHIIb, HO C
pPa3BUTUEM HHTEPHET-TEXHOJIOTMH  3JOYMBILIJICHHUKY I[EPEMECTUINCh B  UHTEPHET, U
IPOOJDKAIOT 3aHUMATHCS WIFOOUMBIM» JIEJIOM.




Tak mosiBUiIach HOBasi yrpo3a: WHTEPHET-MOUICHHUYECTBA WM (UIIMHT, TJ1aBHAs LEb
KOTOPOTO COCTOMT B TOJYYEHHU KOH()UICHIHMATBHBIX JAHHBIX IOJIb30BATENEd — JIOTHHOB U
naposieir. Ha anrnmiickom si3bike phishing untaercs kak ¢gumuHr (oT fishing — pbeiOHas 0B,
password — mapoJs).

OcHoBHBIE COBETHI M0 00pb0e ¢ GPUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl oj103peBaelib, 4TO TBOS aHKETa ObLIa B3JIOMAaHa,
TO HEOOXOIUMO 3a0JIOKMPOBATH €€ U COOOMIMTh aJIMUHICTPATOpPaM pecypca 00 3TOM KaK MOKHO
CKoOpee;

2. Ucnonn3yit 6e3omacHble BeO-CallThl, B TOM YHCIIe, MHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHUCTEM;

3. Ucnonb3yil cinoxHble W pa3Hble mapoid. Takum oOpa3om, eciid TeOs B3JIOMAaIOT, TO
37I0YMBIIUIEHHUKHU TOJTYYaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPO(MUIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B370MaH, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBJieHbl y TeOsI B APY3bsIX, O TOM, YTO TeOs B3JIOMau U, BO3MOXKHO, OT TBOEr0 UMEHH OyneT
pacchUIaThCS CTIaM U CCHUIKH Ha (DMIIMHTOBBIE CANTHI,

5. YcranoBu HanexHbii aposib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIII0YM COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeIBaii (aiiiel U Jpyrue BIOKEHHS B MUChMAaxX Ja)ke €CIIM OHU MPUIILTA OT TBOMX
npysei. Jlyulie yTouyHU y HUX, OTIPABIISIIN JIM OHU TeOe 3T (ailiibl.

u¢pposast penyranus

[MudpoBas penyrauus - 3TO HeraTWBHAas WIM MO3UTHBHAs MH(pOpMaLus B CeTH O Teoe.
Komnpomerupyromass nadopmanusi pa3MelIeHHass B HHTEPHETE MOXKET CEpbe3HBIM 00pa3om
OTpa3uThCs Ha TBOEW peanbHOU xu3HU. «{udposas pemyrauus» - 3T0 TBOH UMUK, KOTOPBIHA
dbopmupyetcs u3 uHbpopmalu o Tebe B MHTEPHETE.

TBoe mMecTo KXuTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH XapaKTepa
Y paccKasbl 0 OJM3KUX - BCE 3TO HAKAIJIUBACTCSI B CETH.

MHorue noJpoCTKU JIEFKOMBICIIEHHO OTHOCSITCS K IyOJMKalUM JUYHOW MHGpOpMalUU B
WNHTepHeTe, HE TOHUMAsi BO3MOXKHBIX MOCIEACTBUM. Thl ake HE CMOXKEIIb JA0rafaTbcs O TOM,
yTo oTorpadus, pazmMelieHHas 5 eT Ha3aj, cTajla IPUYMHON OTKa3a MPUHSTH TeOsl Ha paboTy.

Kommenrtapun, pazmenienne TBoux ¢Gororpaduii u Apyrue IeiHCTBHS MOTYT HE HCUE3HYTh
Jla’Ke TMOCIIe TOT0, KaK Thl MX yJalHIIb. Thl HE 3HACIIb, KTO COXPAHMI 3Ty WH(POPMAIUIO, ToTajia
JU OHA B IIOMCKOBBIE CHCTEMbl M COXPAaHWIACh JIM OHA, a IJaBHOE: YTO MOJYMAarT O Tede
OKpY’Karolee JIOAM, KOTOPble HAaWAYT W yBUIAAT 3T0. Hailtu mHpOpMaImo MHOTO JET CIycTs
CMOXeT JII000M - Kak M3 J00pbIX NOOYXACHHWH, TaK U C HaMEpPEHHEM IPUUYUHHUTH Bpel. DTO
MOJET OBITh KTO YTOAHO.

OcHoBHbIE COBeTHI 10 3amuTe HUPPOBOIi pemyTanuu:

1. Ilogymaii, mpexxae 4em 4TO-TO NyOJIMKOBaTh M IepenaBaTh y cebs B Osiore wiu B
COLIMAJILHOM CETH;

2. B Hactpoiikax mpoduiis yCTaHOBU OTPaHUYECHHS HA MPOCMOTP TBOErO MPOQWIS U €To
COJIEP>KMMOTO, CAEIIAl €ro TOJIBKO «JUIS APYy3ei»;

3. He pasmemaii u He yka3biBail WH(OPMAINIO, KOTOPAsi MOXKET KOro-TH00 OCKOPOISATH
WK OOMKATb.




ABTOpCKOE IPaBo

CoBpeMeHHbIE CTYIEHTHI M UIKOJBHUKM - AaKTUBHBIE TI0JIb30BAaTeNu LHU(PPOBOTO
npocTpancTBa. OgHAKO [AlIeKO HE BCE 3HAIOT, YTO MOJB30BAaHHE MHOTMMH BO3MOKHOCTSIMHU
ndpoBoro Mupa TpedyeT cCOONIOACHHUS MPaB HA HHTEJUIEKTYalIbHYI0O COOCTBEHHOCTb.

TepMHUH «WHTEIEKTYyajdbHAsi COOCTBEHHOCTH» OTHOCHUTCA K pa3IU4YHBIM TBOPEHUSIM
YeJI0OBEUECKOTO yMa, HaYMHasi ¢ HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
HAa TPOAYKTHl W YCIyrd, M 3aKaHuyuBasg KHUTramu, ¢QoTtorpadusiMu, KuHOUIBMAMU U
MY3bIKQTbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJTbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHHUS
HAYKH, JTUTEPATYypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYMAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaIbHBIN/TBOPUYECKUIA TPy aBTOpa He OyneT HampacHBIM, JacT €My CIpaBeJIMBbIC
BO3MOXHOCTHU 3apaboTaTh Ha pe3yjbTaTaXx CBOETO TPYyAa, MOJYYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro 6e3 paspenieHus: aBTopa He MOKET BOCIIPOU3BOAUTH €r0 MIPOU3BECHUE, PACIIPOCTPAHSTH,
MyOTUYHO JIEMOHCTPUPOBATh, MPOJABaTh, HWMIIOPTHPOBATH, IYCKaTh B MPOKAT, MyOIUYIHO
UCIIOJIHATh, TOKA3bIBATh/UCIIONHATH B 3(pupe min pamemiats B HTEpHETE.

Hcnonb30BaHme «IMMPATCKOTO» MPOTPAMMHOI0 00ECTICUCHUS MOXKET MPUBECTH KO MHOTUM
pHCKaM: OT TMOTepU JAaHHBIX K TBOMM aKKayHTaMm A0 OJIOKHPOBKH TBOETO YCTPOMCTBA, T
yCTaHOBJIEHA HeleraiabHas mporpamMma. He cTouT Taxoke 3a0bIBaTh, YTO CYIIECTBYET JieTajlbHbIEC U

OecIutaTHBIC MPOTPAMMBI, KOTOPHIE MOXXHO HAWTH B CETH.

O nopraJjie CeTteBUYOK.pd

CereBHUOK.pp - TBOW TJIABHBIM COBETYMK B CETU. 3J€Ch Thl MOXENIb Y3HATH O
0€30MaCHOCTH B CETHU MOHATHBIM U JOCTYIMHBIM SI3bIKOM, a MPU BO3HUKHOBEHHH KPUTHUYECKOU
CUTYyaIluu OOpaTHThCS 3a COBETOM. A TaKKe MPUHATH y4acTHE B KOHKYpPCax M CTaTh CaMbIM
U(POBBIM IPaXKTaHUHOM !
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