ns Bac, poautenu!

NurepHer a1 Bac
U BallIUX B3POCJBIX AeTel

C KaXXIIbIM TOJIOM MOJIOJIE)KH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a IKOIBHUKH OJHH U3 CAMBIX aKTHBHBIX
nojs3oBatesnell Pynera. Mexnmy TeM, MOMHUMO OrPOMHOTO KOJIMYECTBA BO3MOXKHOCTEM, WHTEPHET HECET U
npoOIeMBl.

Komnbromephbie supycol

KommnbroTepHslil BUpYC — 3TO pa3HOBHIHOCTh KOMITBIOTEPHBIX HPOTPaMM, OTIMYHTEIEHONH 0COOCHHOCTHIO
KOTOpOH SIBISIETCSI CIIOCOOHOCTh K Pa3sMHOXKEHHIO. B 1MomonHeHne K 3TOMY, BHPYCHI MOTYT HOBPEAWTH WIN
MOJIHOCTBIO YHHYTOXKUTH Bce (haiiyibl M TaHHBIC, MOAKOHTPOJBHBIEC IOJH30BATEN0, OT MMEHH KOTOPOro ObLIa
3alylleHa 3apakEHHas MPorpaMMa, a TaKKe MOBPEIUTH MU IaKe YHUUTOKUTh ONEPAIIOHHYIO CHCTEMY CO BCEMH
¢aitnamu B 1ienoM. B GONBIIMHCTBE Ciy4aeB pacpOCTPaHSIOTCS BUPYCHl Yepe3 HHTEPHET.

Mertoapl 3a1IUTHI OT BPEIOHOCHBIX MPOTPaMM:

Hcnons3yil cOBpEeMEHHBIE OMNEPALMOHHBIE CUCTEMBI, HUMECIOUIUME CEPhE3HBIM YPOBEHb 3alllUTHl OT
BPEIOHOCHBIX TIPOTPAMM;

ITocTtosiHHO ycTaHaBnmuBaid matyd (IUQPOBBIE 3aIIATKH, KOTOPHIE aBTOMATUYECKH YCTAHABIMBAIOTCS C
[IEIbI0 JIOPAOOTKM MPOTPaMMEI) U JpyTrue OOHOBICHHS CBOCH OIepariMoHHOW cucTeMbl. CkaymBail ux
TONBKO ¢ odunuansHOro caifta paspaborunka OC. Ecmu cymiecTByeT pexuM aBTOMATHYECKOTO
OOHOBJIEHHS, BKJIIOYH €T0;

Paboraii Ha cBOeM KOMITBIOTEPE TOJ MpaBaMU IOJIb30BATEINSA, a HE aJMUHUCTpATOpa. JTO HE TO3BOJHT
OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM WHCTAJUTMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;
Hcmone3yii aHTUBUPYCHBIE TPOTPaMMHBIE TPOIYKTHl M3BECTHBIX IMPOU3BOJUTENEH, ¢ aBTOMAaTHYECKUM
00HOBICHUEM 04a3;

Orpanuyb (HU3HYECKUH TOCTYN K KOMITBIOTEPY JIs1 HOCTOPOHHUX JIHII,

Ucnonp3yit BHENIHUE HOCUTENH WH(OPMAIMH, Takue Kak (UIeliKa, TUCK Wi (aiil u3 MHTEPHETA, TOJIHKO
13 TIPOBEPEHHBIX UCTOYHHUKOB;

He otkpbpiBali KOMIBIOTEpHBIC (alibl, TONYYCHHBIC W3 HEHAAEKHBIX UCTOYHHKOB. [laxke Te aiiibl,
KOTOpPBIE IPHUCIa] TBOH 3HAKOMBIH. JIydllle yTOYHH Y HEro, OTHPABISUI I OH T€0E HX.

Cemu WI-FI

Wi-Fi - 310 He BHA mepemadyn JaHHBIX, HE TEXHOJOTHUSA, a BCETO JUINL OpeHm, Mapka. Eme B 1991 romy
HUZEpJIaHACKas KommaHus 3apeructpupoBana Openn «WECAy», uro o0o3Hauano ciaoBocoueTanue «Wireless
Fidelity», KoTOpBIH IepeBOANTCS KaK «OeCTIpOBOIHASI TOUHOCTDY.

Jlo Halero BpeMEHH Jolnia apyras aOOpeBHaTypa, KOTOpas SIBIISETCS TaKOHW K€ TeXHOJOruei. DTo
a00OpeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO 1aHO ¢ HAMEKOM Ha CTaHAAPT BhICHIMH 3ByKoBOW TexHuku Hi-Fi,
YTO B MIEPEBOJIC 03HAYACT «BBICOKASI TOUHOCTDHY.

Jla, OecrutaTHBI MHTEPHET-IOCTYN B Kade, OTENsIX M a’dpoIopTax SIBJISCTCS OTIMYHOW BO3MOMXKHOCTHIO
BBIX0JIa B HHTEPHET. HO MHOTHE 3KCIIEpThI CUUTAIOT, UTO 001enocTymabie Wi-Fi ceTr He SBIsIoTCS 6€301acHBIMU.

Cogertsl 10 Oe30macHOCTH paboTe B 00MEeN0CTyHBIX ceTsix Wi-fi:

He mnepenaBaii cBoro nuuHyro wuHpopMaiuio uepe3 obmiemoctynubie Wi-Fi cern. Paboras B HuX,
JKeJIaTeIbHO He BBOAMTH MApOJIN AOCTYIIA, IOTHHBI M KAaKUE-TO HOMEpPa;

Hcmonb3yit u 00OHOBIISIH aHTUBUPYCHEBIE IPOTPaMMBbI U OpaHaMayep. TeM caMbIM ThI 00€30IacHIIb ce0s OT
3aKavKH BHPYyca Ha TBOE YCTPOICTBO;

IIpu ucnonszoBanuu Wi-Fi otkmoun dyHkimo «OO0mmi goctyn K (daiinaM u npuHTepam». JlaHHas
(byHKIIUS 3aKphITa MO YMOJYAaHHUIO, OJHAKO HEKOTOPBIC ITOJIL30BATENIM AKTUBUPYIOT € ais ymoOcTBa
HCIIONIb30BaHUs B paboOTe WK yueoe;

He ucnonb3yit nmyoanunsiii WI-FI mjs nepenaum JIMYHBIX JaHHBIX, HAIIPUMEP, I/ BBIXO/a B COLMAIbHBIC
CETH WJIH B YICKTPOHHYIO TIOUTY;




Hcnonw3yit Tonbko 3ammumenHoe coeaunenne depes HTTPS, a e HTTP, T.e. mpu HaGope BeO-anpeca
BBOAM UMeHHO «https://»;

B moOunbHOM Tenmedone oTkmoun pynknmoo «lloakmouenne k Wi-Fi aBromatmuecku». He momyckait
aBTOMAaTHYECKOTO MOIKIIOUEHHS yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormnacusi.

COMMCUZbele cemu

CommanpHbIe CETH aKTUBHO BXOJST B HAIIy KU3HB, MHOTHE JIIOAM pa0OTAIOT M KUBYT TaM MOCTOSHHO, a B
Facebook yxe 3aperncTpupoBaH MHILIMApZ YEIOBEK, YTO SIBJISCTCSA OIHOM CEIbMOW BCEX JKHUTEJICH IUIAHCTHI.
MHorue nonap30BaTeNId HE MOHUMAIOT, YTO MHQOpMAIKs, pa3MeIleHHass UMU B COIMAIBHBIX CETSIX, MOXET OBITh
Hal/IcHa U HCIIOJIb30BaHa KEM YTOJHO, B TOM YHUCIIC HE 00s3aTeNIbHO ¢ OJJariMu HAMEPCHHSIMH.

OCHOBHEIE COBETHI TI0 OE€30ITACHOCTH B COITUANILHBIX CETAX:

OrpaHunyb CIUCOK Apy3eil. Y Te0s B IPYy3bsIX HE NOJKHO OBITh CITyYalHBIX U HE3HAKOMBIX JTFOJICH;
3amumai cBor 4acTHYIO KH3Hb. He ykaspiBail mapoinu, TenedoHbI, ajpeca, Maty TBOETO POXICHHUS U
JPYTYI0 THYHYI0 WHPOPMAIHIO. 3IOYMBIIIICHHUKH MOTYT HCIIOJNB30BaTh Jake HH(POPMAIIUIO O TOM, Kak
ThI ¥ TBOH POJUTEIH ILIAHUPYETE MPOBECTH KAHUKYIIBI;

3amuiail CBOK penmyTaIiio - JePKHU e B YUCTOTE M 3ajaBail cebe BOMpPOC: XOTed ObI ThI, YTOOBI OpyTHC
MOJIH30BATENN BUJICIH, UTO ThI 3arpyxaemib? [Togymaii, mpexie 4eM 4To-TO OMyOJHKOBAaTh, HAITUCATH U
3arpy3uTh;

Ecnu TeI rOBOpHINE ¢ TFOABMH, KOTOPBIX HE 3HACI, HE HCIIOJIB3YH CBOE PEANbHOE UMSI M IPYTYIO TUYHYIO
WHPOPMAITUK: UM, MECTO KHUTEIHCTBA, MECTO YUEOBI U TIpoYece;

N306eraii pasmernenus ¢ororpaduii B UHTepHETE, I/ie ThI H300pakeH Ha MECTHOCTH, 10 KOTOPOH MOXHO
OTIPEJICIIUTh TBOE MECTOIIOIOKCHHUE;

[Ipu perucTpanuu B COIUATBHON CETH HEOOXOIUMO HCIOIb30BATh CIIOKHBIE MAPOIH, COCTOSINNE U3 OYKB
1 1udp ¥ C KOJIMIECTBOM 3HAKOB HE MEHee §;

Jlnst conmanbHON CeTH, MOYTHI U APYTHUX CAUTOB HEOOXOAWMO HCIONIB30BaTh pa3Hbie Maposid. Toraa eciu
Te0s B3JIOMAIOT, TO 3IOYMBIIIICHHUKHY TOJTyYaT TOCTYH TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

aﬂEKmDOHHble OeHbeu

DJIEKTPOHHBIE JICHBIH — 93TO OYEHb YAOOHBIH CIOCOO IUIATEKEH, OMHAKO CYIIECTBYIOT MOIICHHHUKH,
KOTOPBIE XOTST MOJYUUTh 3TH ICHBIH.

DNEKTPOHHBIE JICHBI'H MOSBUIMCH COBCEM HEJIJABHO U UMEHHO U3-3a 3TOT0 BO MHOTHX TOCYJIapCTBaX JI0 CHX
0P HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (QYHKIHOHUPYIOT M O HHUX YK€ IPOIKMCAHO B 3aKOHE, II€ UX Pa3leiisaioT Ha HECKOJBKO
BUJIOB — aHOHUMHBIC W HE aHOHUMHBIC. PazHuIla B TOM, YTO aHOHHMHBIC - 3TO T€, B KOTOPBIX pa3periactcs
MPOBOJIUTE ONepanuu 0e3 WACHTU(UKAIMU TOJIb30BaTENsd, 2 B HEC AHOHUMHBIX WICHTU()UKAIMU IT0JIb30BaTEIS
SIBJIIETCS 00S3aTENLHOM.

Takxke cienyer pa3nuyaTh 3JCKTPOHHBIC (PUATHBIC EHBIM (pPaBHBI TOCYJaPCTBEHHBIM BANIOTaM) W
3NIEKTPOHHBIC He(pUaTHBIC ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIIOTaM).

OcCHOBHBIC COBETHI TT0 O€30TaCHON paboTe C IEKTPOHHBIMA JCHBIAMH:

1. TlpuBsoku K cdyeTy MOOWMIBHBIA TenedoH. DTO camblif yAOOHBIH M OBICTPBIN CIIOCOO BOCCTAHOBUTD
noctyn K cuety. [IpuBsi3aHHBIA TeneOH MOMOXET, eciu 3a0yaellb CBOW IUIATEKHBIN Maposib WiIn
3aiijienIb Ha CalT ¢ HE3HAKOMOT'O YCTPOMCTBA;
HUcnonb3yit onHOpas3oBbie naponu. [locne nepexona Ha YCHICHHYIO aBTOpPH3aLUIo Tebe yxe He Oyaer
YIpOKaTh OMACHOCTh KPAXKH WK TepPeXBaTa MIIATSKHOTO MapoIIs;
Br16epu cioxubI mapois. [IpecTymankam OymeT He IPOCTO yraaaTh CIOKHBIN mapoiib. HamexHbie
Mapojr — O3TO TMAapoiH, KOTOPHIE COAEpKaT He MEHee § 3HAKOB M BKIIOYAIOT B ce0S CTPOUYHBIE U
nponucHele OyKBBI, LUPpPHl M HECKOJIbKO CHMBOJIOB, TaKW€ Kak 3HaK joijapa, (QyHTa,
BOCKIIHIIATENbHBIN 3HaK u T.11. Hampumep, $tROng!;

4. He BBOAM CBOM JMYHBIE JaHHBIE HA CAlTaX, KOTOPHIM HE JIOBEPSEIIIb.

aﬂEKmDOHHa}Z nouma

BJ'ICKTpOHHaSI nmo4yTa — 3TO TCXHOJIOTUSA U MPEAOCTABIISICMBIC CHO YCIIYI'M IO NCPECHUIKEC U IMOJYYCHUIO
QJICKTPOHHBIX COO6HlCHHﬁ, KOTOPBIC PACTIPCACIIAIOTCA B KOMHBIOTCpHOﬁ cet. OOBIYHO SHCKTPOHHBIfI IOYTOBBII




SIIAK BBITJISIAT CJICAYIONUM 00pa3oM: HMMsl_IMOJIL30BATEeNI(@UMs JIoMeHa. Takke Kpome Mepenadyd MpOCTOro
TEKCTa, UMEETCSI BOBMOYKHOCTh TIepe/iaBaTh (aiiiibl.

OCHOBHEIE COBETHI IO O€30IaCHON PadOoTe C ACKTPOHHOH MOYTOM:

Hamo BeIOpaTh mNpaBUIBHBIA IMOYTOBBIA cepBUC. B HWHTEpHETE €CTh OTPOMHBIM BBIOOp OeCIIaTHBIX
MTOYTOBBIX CEPBUCOB, OJJHAKO JyYIlle JOBEPSITHh TEM, KOT'O 3HAEIIb, M KTO MIEPBHIN B pEHTHHTE;

He yka3wpBaii B JmyHOW TouTe JUYHyR wuH(popmammto. Hanpumep, Jydme  BbIOpaTh
«MY3BIKUTBHBIN (haHaT@» uwin «pok2013» BMecTo «Tremal3y;

Hcnone3yil ABYX3TalHYIO aBTOPU3ALMIO. DTO KOT/Ia TIOMUMO MapoJIsi HY’KHO BBOJUTH KOJ, PHUCHUTAEMBIN
mo SMS;

Bri6epu ciioxkHbIN maponb. [ Kax1oro moYTOBOIO SIIKKA T0JDKEH ObITh CBOW HAaSKHBIN, YCTOMYUBBIN K
B3JIOMY TapOJIb;

Ecnu ecTs BO3BMOXXKHOCTB HalmcaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIBb3YH 3Ty BO3MOKHOCTH;
Hcnonp3yil HECKOIBKO MOYTOBBIX SIIUKOB. [IepBBIi A1 YaCTHOM MEPENMCKU C aapecaTaMi, KOTOPBIM ThI
JIOBEpsICIITb. ITO DIIEKTPOHHBIN aJipec He HAJI0 UCTIONB30BaTh PH pErUCTpaluy Ha GopyMax U caiTax;

He otkpbiBait (haiiapl U Ipyrue BIOXKEHHUS B MHCbMax Ja)kKe €CJIM OHM MPHIUIA OT TBOMX Apy3el. Jlyuiie
YTOYHH Y HUX, OTIIPABJISUIN JIX OHU TeOe 3TH (haiibl;

[Tocne okoHuanust pabOTHI Ha IIOYTOBOM CEPBUCE TIEpell 3aKPBITHEM BKIAJKH C CAalTOM He 3a0yIb HaXaTh
Ha «Bpiitny.

Kubepbyinune unu eupmyanbroe uz0e6ameibCmeo

KubepOyimHT — TmipeciieioBaHre COOOMEHUSIMU, COACPKAIIUME OCKOPOJICHHS, arpeCcCHI0, 3aITyTHBAHNE;
XYJTUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHKE C TIOMOIIBIO PA3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00PbOE ¢ KHOEPOYITHHIOM:

He Opocatics B 60ii. Jlydmmii crmoco0: mocoBeToOBaThCs Kak ceOst BECTH M, €CIIU HET TOro, K KOMY MOXKHO
00paTuThCs, TO BHaYale YCIOKOUTHCS. Eciy Thl HaYHEIIb OTBEYATh OCKOPOIEHUSIMU Ha OCKOPOJICHHS, TO
TOJIBKO eI11e OOJIbIIIe PA30XKKENTh KOHPIIUKT;

VYnpasinsii cBoeil kubeppemnyranuei;

AHOHUMHOCTbH B ceTd MHUMas1. CyIIECTBYIOT CIIOCOOBI BHIICHUTD, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;
He crout BecTn XynuraHckuii oOpa3 BUPTyalbHOU KM3HM. MIHTEpHET (UKCUpPYEeT BCe TBOU JICHCTBHS U
coxpaHsieT ux. Y JanuTh UX OyNeT KpaiftHe 3aTpyJHUTEIBHO;

CoGmnronaii cBoii BUPTYalbHYIO YECTh CMOJIOAY;

Urnopupyii enuHWYHBIA HeraTHB. OJHOPa30BbIE OCKOPOHUTENBHBIC COOONICHUS JIydllle WTHOPUPOBATE.
OOBIYHO arpeccus MpeKpanaeTcsl Ha Ha4aabHOUW CTaNH;

Ban arpeccopa. B mporpamMmax oOMeHa MrHOBEHHBIMH COOOILECHHSMH, B COLMAIBHBIX CETSAX €CTh
BO3MOKHOCTH OJIOKMPOBKH OTHPABKH COOOILEHHI C ONPEIEICHHBIX aIPECOB;

Ecmu b1 cBUzieTens kubepOyumaTa. TBOM ASHCTBHS: BHICTYIHTE MPOTUB MPECIIEIOBATEINS, TOKA3aTh EMY,
YTO €ro JeHCTBUS OLEHMBAIOTCS HETATHBHO, MOJJIEPXKAThb >KEPTBY, KOTOPOW HYy)KHA IICHXOJIOTHYECKast
MOMOIIb, COOOLIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEICHHS B CETH.

Mobunvnviii meneon

CoBpeMeHHbIC cMapT(HOHBI U TUIAHIIETHI COCPXKAT B ce0¢ BIIOJIHE B3POCIBINA (PYHKIIMOHAN, U TEIEPh OHU
MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMH KOMIIbIoTepamMu. OJIHAKO, CPEJICTB 3aIMUTHI JUIS TOJ00OHBIX YCTPOHCTB
MOKa OYeHb Majo. TecTUpoBaHUE U MOUCK YSA3BUMOCTEH B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, kak i [1K, To
K€ CaMOe KacaeTCs U MOOWIBHBIX MPUIIOKECHUH.

CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl yKe TNPAKTHYECKH JOTHAJIH HACTOJBHBIC AaHAJIOTH, OJHAKO
pacuipenre GyHKIHOHAA BIEUET 32 COO0M OONBINYIO CIIOKHOCTh H MEHBIIYIO 3aIUIICHHOCTb.

Jlaieko He BCe MPOU3BOJUTEIH BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTUYCCKUE YSI3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 7151 0€30MacCHOCTH MOOMIBHOTO TenedoHa:

Huuero nHe sBnsercs mo-HacTosAmieMy OecriaTHBIM. Byns ocTopokeH, Belb Koraa Tebe mpeanararoT
OecriaTHBII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIC YCIIyTH;

Hywmaii, npexnae uem otnpaButb SMS, ¢oTto mnm Buneo. Tel TOUHO 3Haelb, IA€ OHU OYAYT B KOHEUHOM
urore?

Heo06xo0anmo 0OHOBIIATE ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;




Hcnonb3yit aHTUBHPYCHBIE IPOTPaMMBI JIISI MOOMIIEHBIX TEIe()OHOB;

He 3arpyxail nmpuiioXeHus OT HEHW3BECTHOTO HCTOYHHKA, BEJb OHHM MOTYT COJEpPXaThb BPEIOHOCHOE
porpaMMHOe 00ecIieueHHE;

[Tocrnie TOro Kak Thl BBIACIIB C caiiTa, I/ie BBOAWI JHYHYIO HHPOpPMAIUIO, 3ali/ii B HACTPONKH Opay3epa u
ynamm cookies;

[Tepronmaeckn poBepsii Kakne IIaTHBIE YCIIyTH aKTHBUPOBAHBI HAa TBOEM HOMEpE;

JaBaii cBOli HOMEp MOOMIILHOTO TelieOHa TOJIBKO JIFO/IIM, KOTOPBIX ThI 3HACIIh U KOMY JJOBEPSICIIIb;
Bluetooth momken ObITH BBIKITIOUEH, KOTIa THI MM HE TOJIb3yeIbest. He 3a0bIBaif HHOTIA IPOBEPSTH 3TO.

Online uepwi

CoBpeMeHHBIC OHJIANH-UTPBI — 3TO KPacOYHbIE, 3aXBaTHIBAIOIINE PA3BICUYCHUS, OOBEANHSIIONINE COTHH
TBICSIY YEJIOBEK 1O BCeMY MHpPY. Mrpoku HCCIEAYIOT NaHHBIH MM MHpP, OOMIAIOTCS IPYT C JAPYTrOM, BBIMOJTHSIOT
3a/laHusl, CPAKAIOTCA C MOHCTPAMH M TOJYYAlOT OMNBIT. 3a YAOBOJBCTBUE OHM IUIATAT: TOKYHArOT IHCK,
OTUTAYMBAIOT a00OHEMEHT FIJTH TIPHOOPETAIOT KaKHUEe-TO OTIITHH.

Bce atm cpenctBa MAyT Ha TOMJEpKAHWE M PAa3BUTHE WIPHI, a Takke Ha camMy O€30MacHOCTh:
COBEPIIICHCTBYIOTCSI CHUCTEMBl aBTOPH3AIIMH, BBITYCKAIOTCS HOBbIC MaTud (UU(POBBIC 3aIUIaTKU IS [IPOTPaMM),
3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1o7100HBIX Urpax CTOUT OMacaThCs HE CTOJILKO CBOMX COTNIEPHHKOB, CKOJILKO KpakKd TBOETO Mapolis, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPU3alNU OOJILITUHCTBA UTP.

OcCHOBHBIE COBETHI IO OE30MTACHOCTH TBOETO UTPOBOTO aKKayHTA!

Ecau nmpyroit mrpok BemeT ceOs IUIOXO WM cO37acT TeOe HENPHSITHOCTH, 3a0JIOKHPYH €ro B CITHMCKE
UTPOKOB;

[Noxamy¥icsi aAIMUHUCTPATOPAM UT'PHI HA II0X0E€ TOBEJEHHUE ITOTO UTPOKA, KEJIATEIbHO MPUIOKHATH KaKHe-
TO JIOKA3aTENbCTBA B BU/IE CKPHUHOB;

He yka3zpiBaii 1nuHy0 HHPOpPMALUIO B Ipodaiisie urpsl;

VYBakail Ipyrux y4acTHHKOB IO UTPE;

He ycranarnuBaii Heo(UIIMANIbHbIC TATYH U MOJIBI;

Hcnonb3yii ci10XHbIE U pa3HbIE MApOJIH;

Jlasxke Bo BpeMs WTIpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Thl Wrpaemb, TBOW KOMIBIOTEP MOTYT
3apa3uTh.

Durune unu Kpasxxca Tu4Hblx OaHHbIX

OOBIYHON Kpakel JeHer W JIOKYMEHTOB CETOJHS YK€ HHKOTO HE YIWBHING, HO C Pa3BUTHEM HHTEpPHET-
TEXHOJIOTHH 3710YMBIIUIEHHUKN IEPEMECTHIIUCH B UHTEPHET, U MPOAOIIKAIOT 3aHUMATHCS «JTIOOMMBIM» JIEJIOM.

Tax nosBUIaCh HOBasl yrpo3a: HHTEPHET-MOIIEHHNYECTBA WM (DUILNHT, TJIaBHAsI LEJIb KOTOPOTO COCTOUT B
MOJIyYCHUH KOH(PHUICHIIHAIBHBIX JaHHBIX T0JIb30BaTEICH — JIOTMHOB U MapoJjeil. Ha anrnuiickom si3bike phishing
ynrtaeTcsa Kak ¢pumuHr (ot fishing — pe1OHas noBms, password — naposb).

OCHOBHBIE COBETHI 110 00PBOE ¢ PHUITHHIOM:

Crnenu 3a cBOMM aKkKayHTOM. Ecni ThI mojo3peBaeiib, 4TO TBOSI aHKEeTa ObljIa B3JIOMaHa, TO HEOOXOANMO
3a0JIOKUPOBATH €€ M COOOLIUTE aIMUHUACTPATOPaM pecypca 00 3TOM Kak MOKHO CKOPEE;

Hcnonb3yii Ge3omacHble BeO-CalThI, B TOM YHCJIE, HHTEPHET-Mara3uHoB M MOUCKOBBIX CUCTEM;

Ucnonb3yit cnoxHble W pasHble Tapoiu. TakuMm o0pa3oM, eciid TeOs B3JIIOMAIOT, TO 3JIOYMBIIIICHHUKA
MOJyYaT AOCTYII TOIBKO K OJJHOMY TBOEMY MPO(QUIIIO B CETH, a HE KO BCEM;

Ecnu te6st B3noManu, To He00X0AUMO TPEAYNPENUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE 100aBIIEHBI Y TeOs B
JIPY3bsiX, O TOM, YTO TeOS B3IIOMANHN M, BO3MOXKHO, OT TBOETO HMEHH OY/IET PaCChUIAThCS CIIaM U CCHITKU Ha
(bHUITHHTOBBIE CATHI,

YcranoBu Hanexusiit 1aponb (PIN) Ha MOOMIBHBIH TenedoH;

OTKITIOYM COXpaHEeHHUE Mapoiis B Opaysepe;

He otkpbiBait (aiiipl U Ipyrue BIOKEHHUS B MHCbMax Ma)kKe €CJIM OHM MPHILIA OT TBOMX Apy3el. Jlyuiie
YTOYHH Y HUX, OTIPABIISUIN JIM OHH TeOe ATH (Daiiyibl.

Hud)poeaﬂ penymauusi

Hudposast pemyTtauusi - 3TO HeraTWBHas WIM TO3WTHUBHAas wuHpopMmamus B ceTH O Tede.
KommpomeTupyromast nHGOpManus, pa3MelIeHHas B HHTEPHETE MOXKET Cepbe3HBIM 00pa3oM OTpa3uThCS Ha TBOEH




peanbHO# )u3HU. «L{udpoBas pemyTtanus» - 5T0 TBOH UMUK, KOTOPBI (opMupyeTcs U3 uHpopManuu o Tedbe B
WHTEpHETE.

TBOe MeCTO KHUTENbCTBa, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa M paccKasbl O
OMU3KUX — BCE 3TO HAKAIUTMBAETCS B CETH.

MHor#e MoJPOCTKH JIETKOMBICJICHHO OTHOCSTCS K MyOnuMKanuu TudHOW mH(popMmanuu B MHTEpHETE, HE
MOHUMasi BO3MOXKHBIX TOCEACTBHA. ThI Jake HE CMOXeEIb JIOTaaThCsl O TOM, 4To (oTtorpadus, pazmenicHHas 5
JIeT Ha3ajl, cTaja MPUYUHON 0TKa3a MpUHSATH TeOs Ha paboTy.

KommenTapun, pasMenienre TBoux (ororpaduii u apyrue JASHCTBHS MOTYT HE HCUC3HYTH JaKe IOcIe
TOT0, KaK Thl X YJAJHIIb. Thl He 3HACIHIb, KTO COXPAHWI ATy HH()OpPMAIHIO, TOTAJIa JIK OHA B IIOMCKOBBIC CHCTEMBI
1 COXpaHWIach JIM OHA, a TJIABHOE: YTO MOAYMAaloT O Tebe OKpy)Kalollee JI0AW, KOTOpble HaWAYT M YBUAAT 3TO.
Haiitn nadopManuio MHOTO JI€T CIyCTs CMOXKET JI000H — Kak M3 JOOpBIX MOOYXKIEHHWH, TaK M C HaMEpPEHHUEM
NPUYHHUTD BpeJ. DTO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI M0 3aIUTE HU(PPOBON permyTaluu:

[Moxymaii, mpexie 4eM YTO-TO MyOJIMKOBATh | MEpeaBaTh y ceOsi B OJIOTe WK B COIIMATBHON CETH;

B Hactpoiikax mpoduis ycTaHOBH OTpaHUYEHHs] HA MPOCMOTP TBOETO MPOQWIS M €ro COAEPKUMOTO,
clienail ero TONbKO «IJI JPY3€eiDy;

He pa3memaii u He yka3piBail HHPOpMAIIHIO, KOTOPas MOXKET KOTO-THO0 OCKOPOJISTh WIIH OOMKATh.

Aemopcxoe npaeo

CoBpeMeHHBIE IIKOJIbHUKH— aKTUBHBIEC MOJIB30BAaTENN HU(PPOBOro mpoctpancTBa. OJHAKO TaleKo He Bce
3HAIOT, YTO TIIOJb30BAaHWE MHOTMMH BO3MOXKHOCTAMH IppoBOoro mmpa TpebyeT coOMOAeHMs IpaB Ha
MHTEJUIEKTYIbHYI0 COOCTBEHHOCTb.

TepMuH «UHTENIEKTyalbHasi COOCTBEHHOCTb» OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM UE€JIOBEUECKOIO yMa,
HAa4yMHasl C HOBBIX M300pPETCHMI 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI M YCIIyTH, M 3aKaHIUBAs
KHUTaMu, poTtorpadusiMu, KHHOQUIBMAMH U MY3bIKaJIbHBIMH MTPOU3BEICHUSIMU.

ABTOpCKME MpaBa — 3TO MpaBa Ha HHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha MPOHM3BEICHHS HAYKH,
JUTEpaTypsl U  HCKycCcTBAa. ABTOpCKME IpaBa  BBICTYNAIOT B  KayecTBE TlapaHTUM  TOro,  4TO
MHTEJUICKTYAIbHBIH/TBOPUECKUH TPYA aBTOpa He OyIeT HampacHbIM, AAacT €My CIpaBelUIMBbIE BO3MOKHOCTH
3apaboTaTh Ha pe3yabTaTax CBOErO TPyJa, NOJIYYHUTh M3BECTHOCTHh U Mpu3HaHue. Hukro Oe3 paspelieHus aBropa
HE MOXET BOCIPOU3BOIUTH €ro IPOU3BEAEHHUE, PACIPOCTPAHATH, IyOJIMYHO IEMOHCTPUPOBATh, IIPOAABATH,
UMITOPTUPOBATH, IyCKAaTh B MPOKAT, MyOJMYHO HCIIOJIHATH, MOKA3bIBATH/UCIIONHATH B 3(Hpe WM pa3Memarh B
WuTepnere.

Hcronp30BaHne «ITUPATCKOTO» MPOTPAMMHOTO OOECTICYeHHs MOXKET MPUBECTH K MHOTHM pPHUCKaM: OT
NOTEpU JaHHBIX K TBOMM AaKKayHTaM [0 OJIOKHPOBKU TBOEIO YCTPOMCTBA, I'/Ie€ YCTAHOBJICHHBIH HE JerajbHast
nporpamMMa. He ctout Ttakxe 3a0bIBaTh, YTO CYIIECTBYET JICTaJbHBIE U OeCIUTaTHBIE POTrPaMMBbI, KOTOPHIE MO>KHO
HalTH B CETH.

O nopmane

CeTeBHYOK.p) — TBOU TJABHBIA COBETYMK B CETH. 37IeCh Thl MOXEIb y3HATh O OE30MACHOCTU B CETH
TIOHSITHBIM M JIOCTYITHBIM SI3BIKOM, & NP BO3HHKHOBCHHUW KPHUTHUYECKOW CUTYallMUd OOPATHTHCS 3a COBETOM. A
TaK)Ke TIPUHATH YIaCTHUE B KOHKYPCAX M CTaTh CAMBIM ITU(POBBIM IPAXKIaHHHOM !




